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abstract

The report discusses the history, motivation, operation and detection
of an advanced persistent threat (APT) called GhostNet. GhostNet
originates from China with one of the main target as Tibet. The his-
tory and political background about the conflict between Tibet and
China for more than 50 years is a strong motivation for the emer-
gence of the threat. Even though GhostNet began with Tibetan or-
ganisations as one of the main targets, the attack became widespread
to about 103 countries infecting machines in governmental organisa-
tions and NGOs. The attacks makes use of the typical phishing email
technique. The email contains contextually relevant information that
makes it unsuspicious for the user to fall into the trap. The attack
also includes the use of a command and control server. The report
concludes with relevant detection techniques and countermeasures
for protecting a system against GhostNet and similar advanced per-
sistent threats.

* Technical University of Berlin
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1 introduction

The idea of Advanced Persistent Threat (APT) is slightly different
from the concept of a botnet. A botnet is a number of computers
connected in the internet, infected by a malicious software and are
controlled as a group. Advanced persistent threats are different from
typical malwares and botnets as they target strategic users to obtain
unidentified access to important assets. They are targeted attack to
evade conventional detection. Though there are multiple types of
APTs, most of them follow a generic pattern. Following are some of
the main features that could be found in an APT[11].

• Social engineering techniques: target specific individuals by us-
ing means like phishing emails for tricking the user.

• Establish a beachhead: use initial dropper programs to install
malware, which opens a backdoor, or performs the malicious
activity.

• Infiltration - download or infect the host with custom executa-
bles with objective specific malware in it.

• Persistence - wait for opportune attack times. Eg:- ‘Sleep’ com-
mands are often executed between ‘run’ commands to avoid
detection.

• Accomplish objectives like data harvesting, sabotage and more
- steal confidential information.

GhostNet makes use of all the features mentioned above. It is one
among the most sophisticated APT of the current era.

In recent years, there has been an increase in the number of allega-
tions that China based hackers are performing large number of pene-
trations in countries in Europe, North America and Asia. Their main
targets include government organisations, commercial and financial
institutions [8]. An important fact to note about China is that they
account for the largest national population of about 300 million users
of the Internet. This accounts for one fifth of the total population of
Internet users all around the world [8]. China utilise cyberspace as a
strategic pillar for their national security strategies. GhostNet is one
among the major APTs from China. Apart from GhostNet, Operation
Aurora that emerged in mid 2009 and Titan Rain in early 1998 are two
other major APTs with origin as China. Operation Aurora exploits
a vulnerability in Internet Explorer. It succeeded in compromising
servers of atleast 30 major companies including Google, Yahoo and
Adobe[12]. The other APT, called Titan Rain mainly focused on the
Department of Defence at the United States [13].

GhostNet was detected in March 2009 after field investigation by
Information Warfare Monitor [7] at multiple Tibetan organizations
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including private offices of Dalai Lama [8]. Currently, there are sig-
natures developed that uniquely identifies GhostNet and that could
be used in intrusion detections systems for effective detection. For
example, the header of a C2 client begins with the keyword Ghost
which allows easy detection within an Network IDS. The next three
sections in the report are mostly discussing about the target and moti-
vation of China for using GhostNet. The impact is huge as it is spread
over 103 countries all around the world. The later sections (section
4 and above) describes about the technical background that includes
the attack strategy, operation, detection and countermeasures.

2 history

The story of Ghost net is closely associated with the already existing
Chinese cyber war being waged against Tibetan community. There
are quite many cases revealing the interests of Chinese hackers in at-
tacking Tibetan community [2][3]. The beginning of the major conflict
between the two lands dates back to 1948.

2.1 Tibet-China conflict

Tibet is located in the south west of China also bordering India, Nepal,
Burma and Bhutan. For centuries, Tibet is maintaining a unique cul-
ture, language, religion and political system. Legally speaking, Tibet
is an independent state having its own statehood under illegal occu-
pation of China [4]. The major issue started in 1949 when People’s
Liberation Army of the China defeated the small Tibetan army and
the Chinese government imposed the "Seventeen-Point Agreement
for the Peaceful Liberation of Tibet" on the Tibetan Government in
May 1951 [5]. The presence of 40,000 troops in Tibet, the threat of
an immediate occupation of Lhasa and the prospect of the total oblit-
eration of the Tibetan state left Tibetans little choice. Hence, this
agreement is void under international law [4]. Tibet today is under
occupation of China. The Chinese government justifies its occupation
by claiming that Tibet has been part of China for around 800 years.
Its claim is not supported by any facts though.

2.2 Cyber attack on Tibet

In 2002, there are reports from Tibetan groups, that they are targeted
with malware attacks based on China, to spy on their computer net-
works [2]. In 2005, there are evidences from the investigation team,
with a collection of malware archives and examples of social engineer-
ing attacks. The beginning of Ghost net is related to earlier attacks
against Tibetan groups from IP addresses registered in the People’s
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Figure 1: Orange colored area refers to the People’s Republic of China that
have been designated as Tibetan autonomous areas [17].

Republic of China [2]. The attack is performed using malware hidden
as attachments to legitimate looking emails infecting unsuspecting
users. The earlier researches were focused on penetrations in Tibetan
organisations. Later, it is found that there are a variety of other or-
ganisations that falls under the victim category with a very similar
modus operandi of attacks with unsuspecting emails containing ma-
licious attachments [1].

3 target and motivation

As mentioned above, Tibetan organizations were one of the major tar-
get of the GhostNet APT. There are documented evidences of Ghost-
Net penetration of computer systems, containing highly sensitive and
confidential information, at the private offices of the Dalai Lama (a
monk of the Gelug school of Tibetan buddhism) [6] and other Tibetan
targets [1].

The investigation team, Information Warfare Monitor [7], uncov-
ered a network of 1,295 infected hosts spread across 103 countries.
This includes computers located at ministries of foreign affairs, em-
bassies, international organisations, news media and NGOs which
accounts to 30% of high value targets [1]. Following are the key af-
fected organisations [8].

• Ministries of foreign affairs of Bangladesh, Barbados, Bhutan,
Brunei, Indonesia, Itan, Latvia, Philippines.
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• Embassies of Cyprus, Germany, India, Indonesia, Malta, Pak-
istan, Portugal, Romania, South Korea, Taiwan and Thailand.

• The Asian Development Bank, the ASEAN (Association of
Southeast Asian Nations) Secretariat, SAARC (South Asian As-
sociation for Regional Cooperation)

• An unclassified NATO headquarters computer.

Since the late 90s, it is well known that the Chinese intelligence
systematically conducts cyber-exploitation activities. As mentioned
before, China has a great monopoly over the Internet due to its large
number of user base. It controls more than almost any other nation
in the world and one can assume that the government is tolerating
hacker activity to an extend for a long time [8].

In response to the intrusion against Tibetan community, Dalai Lama
once pointed out the influence of Chinese officials on matters concern-
ing Tibet. He indicates that China knows Tibetan affairs, whether
political or not, well in advance. China even protest against confiden-
tial, non-official decisions/activities at Tibet that makes it suspicious
about a cyber espionage by China[9]. On the other hand, China de-
nies the allegation of being involved in the GhostNet campaign. A
senior government consultant Graham Cluley states, “Just because
Chinese computers are used in the scheme, does not mean that the
Chinese authorities are behind the operation” [9]. Chinese military
analyst deny the reports on GhostNet and claims that the report is
portraying China as a cyber-aggressor trying to tarnish the country’s
reputation. Another important opinion from Graham Cluley, is of
importance to consider before we try to blame China as the only cul-
prit. He says “We would be fools to believe that countries would
consider the internet and spyware ‘off-limits’ as a tool for espionage.
Countries are spying on each other all across the world for political,
commercial and military advantage” [9].

4 attack strategy

Information Warfare Monitor conducted their field investigation start-
ing from July 2008. Most of the information in this section are based
on the report provided by them [1].

As in the usual phishing email attacks, the GhostNet malware at-
tacks a system as an attachment to an unsuspected email that contains
contextually relevant information. An email arrives in the target’s in-
box. This email contains a malicious attachment or a link to a mal-
ware. Opening the mail resulted in download and execution of the
malware. The malware downloads the Ghost Remote Administration
Toolkit.
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There are about 8 different trojan families being used for attack-
ing different systems. One of the remote access tool, a trojan, that
gets installed is named GhostRat. The Trojan connect to the remote
control server by performing a DNS lookup. Once connected to the
attacker’s server, it opens unrestricted access. This allows to man-
age the attacked system remotely which means the attacker can send
commands remotely and spy on the private data. About 70% of the
control servers are located in China. Rest are in the US, Sweden,
South Korea and Taiwan.

There are four different ways in which the malware communicated
with the remote control server using HTTP.

• Content upload HTTP POST: The malware uploaded the con-
tent from infected machines via HTTP POST.

• Malicious image file download from PHP server: The malware
connected to PHP server via HTTP. The instructions from the
server was embedded in image files like JPEG.

• HTTP connection to CGI Scripts: The infected computer used
HTTP POST to submit data to CGI scripts hosted on the control
server.

• Multiple data leakage: Connections to one CGI script appear
to inform the control server of the presence of particular doc-
uments, while connections to a second CGI script appear to
cause the infected computer to upload documents to the con-
trol server using HTTP POST.

5 operation

The following section discuss about the features and working of Ghost
Remote Access Tool, GhostRAT. The details about the analysis and
operation is mainly based on the article called ’Know your digital
enemy - Anatomy of GhostRAT’ by Michael G Spohn, McAfee [10].

5.1 Client and server design

There are two main components of a GhostRAT system: the server
and the client. The usage of names, server and client, are reversed
from the typical command & control server scenario. The program
running in the infected host is known as the server and the pro-
gram on the attacker’s side is called the client. The server is a small
MS Windows DLL that runs as a windows service. This runs in the
infected host that is compromised as soon as the system starts. Upon
startup, it connects to a command and control server, here called as
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Figure 2: The GhostNet Client used by attacker to perform command and
control [10]

C2 client, and ‘checks in’. It then waits for further commands from
the C2 client.

The client is a Windows application as shown in Figure 2. As you
can see, it lists the RAT servers. This client is used by the attacker.
There are numerous options on the client like File Manager, Screen
Control, Keylogger, Remote Terminal, System Management and so on.
An attacker can initiate any command by clicking on the respective
option. The numerous options makes it clear that any compromised
host is totally controlled by the attacker in every aspect. The attacker
obtains highest privilege and can perform anything he wants.

Figure 3 shows the total capabilities of C2 client in GhostRAT. RAT
stands for remote access terminal, as the name describes its function-
ality.

How does the server binary in infected host finds the client once
it gets installed in the compromised host? The IP address and port
of the remote client is obfuscated, encoded and appended into the
server binary as a key string. The server must use this unique key
string to find the client. There are two ways to append the key string.
First, as a url to which the server connects and downloads an image,
eg:- ip.jpg, that contains the real IP of the client. This allows attacker
to change the client IP whenever required. Second way is to append
the real IP of the client to which the server must connect once it gets
installed in the compromised host. There are also other server config-
uration measures like the display name, more description fields and
so on. This shows how sophisticated is the design of GhostRAT. The
client is capable of generating the server with necessary configura-
tions before sending as an attachment to an email. Thus there are
different variants of the server binary.
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Figure 3: GhostRAT capabilities [10]

5.2 Dissecting the Ghost suite

Other than the client and server mentioned above, there are other
components that supports its functionality. Windows operating sys-
tem supports custom Windows resources in the binary. This means
one can create a custom resource and embed it in the binary. In
other words, there could be multiple binaried hidden within a binary.
Ghost makes extensive use of this capability. The binary GHOST.EXE
contains all other binaries and dlls embedded within it recursively.

Following is a step by step process on the main operation of the
Ghost suite.

• Using the windows driver kit, RESSDT.SYS binary is created .
The main function of this binary is to reset SSDT of the windows
kernel. Once this is installed, the Ghost service starts at the
Windows boot time.

• The GH0ST.EXE application is used to configure a custom Gh0st
server binary. An attacker can generate customised server bi-
nary. When the Generate button on the Build tab is clicked, the
INSTALL.EXE binary is extracted from its own resource section
and saved to disk (SERVER.EXE). The SERVER.EXE also con-
tains encrypted configuration information appended to it.

• The SERVER.EXE binary is placed on a host that is about to
be infected and run. Once this binary runs, it extracts SV-
CHOST.DLL and places it in the %Temp% folder with a random
file name. This is followed by the extraction of SVCHOST.DLL
which is also placed in the %Temp%.
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Figure 4: GhostRAT components [10]

• SERVER.EXE is responsible for resetting the SSDT using RESSDT.SYS
as mentioned in the first step. After SSDT is reset, the device
driver is unloaded and the temporary file is deleted. Once the
machine is rebooted, all the security settings are changed. It
then begins the Ghost server service. Now the backdoor is
open that allows command and controller to send further in-
structions.

5.3 GhostRAT Network communication

A data packet during the communication between C2 client and server
in compromised host contains the following:
Header : 13 bytes of clear text with the key work Ghost.
Payload : compressed using the open source zlib compression library.
First byte of payload : contains operation code which could be com-
mands, tokens or modes.
Command codes : sent by the client (C2) instructing the server.
Check-in or Login packet data: encapsulated in a structure named
LOGININFO.
Once a server has logged it to the client (C2), it waits for commands

6 detection avoidance

The sender’s email or the attachment looks totally normal. For exam-
ple, one sample email used - campaigns@reetibet.org with an attached
infected Word document named “Translation of Freedom Movement
ID Book or Tibetans in Exile.doc”. The infected document will open
normally leaving no doubt in the user. Over time, contents from in-
fected machines were used to improve legitimacy of the emails later.
It became more sophisticated in their targeting and content in order to
trick their recipients. The malware uses the protocol of standard web
traffic, HTTP, in order make the network activity appear as if it were
normal Internet browsing. The malware on the infected computer
used HTTP to connect to a JPEG file, which was not an image file but
instead contains an IP address and port number (124.135.97.21:8005).
This IP address, 124.135.97.21, is assigned to CNCGROUP-SD (CNC-
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Group CHINA169 Shandong Province Network) in China. There are
also encrptions and obfuscations used that enables detection avoid-
ance. GhostRAT uses base64 encoding as well as custom encoding
schemes. The network traffic streams are compressed.

7 countermeasures

7.1 Field investigation

The field investigation started on July 2008 in Dharamsala. The most
vulnerable machines like those used by inexperienced officials were
put under scrutiny. They used wireshark to capture the communi-
cation in the network and it reported connection to control servers
with IP addresses of China. Even the private office machines of Dalai
Lama was found compromised with malware that uploaded sensitive
documents to remote servers. Through guessing file paths and names,
interfaces to control servers were identified. In total, 26 instances of
the administration interfaces were found across the servers [1]. The
field investigation was later expanded to other offices in New York,
Drewla, and London which were also found compromised.

7.2 Defense techniques

The best defense is to generate user awareness. It is very important
to be able to realise immediately if a suspicious email is in the inbox.
The main tactic behind GhostNet is based on social engineering the
users by making them believe that the mail is trusted. Users must be
made aware to check the sender’s id, and also use secure connections
via HTTPS. The firewall must be enabled to detect malicious behav-
iors within the incoming packets. Use of intrusion detection systems
and monitoring of incoming and outgoing packets is also important
to know more about the network traffic.

7.3 Protection against APTs

Following are some generic principles to be followed by any organisa-
tion with respect to protection against APTs [11]. Every organisation
that cares for data protection and security of the network must ensure
that they have a proper incident response plan. The plan mainly has
three phases namely preparation, investigation/initial response and
containment. In the preparation phase, an organisation must perform
detailed risk analysis. The most important assets must be identified
and classified. Also, the risk must be quantifies based on the degree
of impact. Based on the risk assessment, security policies must be de-
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Figure 5: Stream content with the keyword Ghost in header. This is used as
a signature for detection.

fined. Some of the major security policies recommended by McAfee
in specific to protection against APTs are as follows.

• Email security with message and sender reputation

• Web security with URL reputation

• Firewall enterprise with application awareness

• Network security platform for intrusion prevention with file, IP
reputation, and behavior heuristics

• Application control with whitelisting

• Data loss prevention

Organisational preparedness includes employee training and proper
access control facilities within the organisation. Key individuals who
are most likely vulnerable to social engineering could be identified.
Also, employees with high risk, probably people in higher positions
could be given high priority and additional security policies and
protection. In case of an incident identification, i.e in the investi-
gation/initial response phase, there must be proper communication
plans and law enforcements if necessary. Various stakeholders of the
organization must be notified. There should also be a strategy for
external response. In the last phase of detection of the APT, con-
tainment, custom intrusion prevention signatures must be identified.
Also, all the machined infected must be cleaned. Also update firewall
rules based on signatures and block communication to command and
control servers.

8 conclusion

The Internet was never built with security as a priority. We are cur-
rently in the new digital era with big data evolution happening in
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most fields. With the large inflow of data, the potential for the suc-
cess of an advanced persistent threat is also increasing. When we
look into the details of GhostNet, we tend to understand the details
of sophistication used in the malware. Once the malware is detected,
and a valid signature is developed, then protecting our system is easy.
But it always ends up in a rat and mouse play. The hackers comes
up with new techniques to evade the detection mechanisms and use
heavy obfuscation to make it hard for analysts. Even today, we never
know if there is an undetected malware running in our system. The
Internet is never going to be a perfect safe place. But user awareness
and use of proper firewalls and other intrusion detection mechanisms
definitely helps to reduce the impact of a bad incidence. Every devel-
oper must be aware of secure coding practices and its importance.
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